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Session outline

= Introduction on knowledge security by Jonas Lammertink, National Contact Point for Knowledge
Security

= Panel discussion:
= Jonas Lammertink, Advisor International Innovation, National Contact Point for Knowledge Security

= Joy Konstantopoulos, Programme manager knowledge security, Erasmus University Rotterdam
= Sabine Amft, Strategic advisor international partnerships, The Hague University of Applied Sciences

= Febe Piccinin, President of the Erasmus Student Network - the Netherlands
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Starting points knowledge security

- Country neutral

- Open where possible, closed where necessary




What is knowledge security?

1. Preventing unwanted transfer of sensitive knowledge
2. Preventing unethical collection or application of knowledge

3. Countering foreign interference in research and education



1. Preventing unwanted transfer of sensitive
knowledge

When is knowledge sensitive and its transfer unwanted?

> When knowlegde could undermine our nationale security
if it ends up in wrong hands

> E.g. military and dual-use knowledge, or knowledge about

critical infrastructure

National Contact Point for Knowledge Security



* Risk of unwanted knowledge transfer

Technology/knowledge |

Sanctions Export control



Hoe de TU Delft onbedoeld het
Chinese leger een handje helpt
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De TU Delft heeft offici€le banden met Chinese universiteiten die nauw gelieerd ‘ B
zijn aan het Chinese leger. Experts waarschuwen: “Op sommige gebieden zijn er g de ve rgunningen.
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2. Preventing unethical collection or application of
knowledge

When is knowledge collected or applied unethically?

> When human rights are not resepected
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WETENSCHAY

Omstreden studies Erasmus MC-
onderzoeker met DNA Oeigoeren
teruggetrokken

Iwee welenschappelijke tijdschriften heblen omstreden artikelen waar

cen Erasmus MC-onderzocker bij betrokken was onlangs teruggetrokken.




3. Countering foreign interference in resear-h ~~
education

* |ntimidation / monitoring
* Interfering in the academic debate

e (Self-)censorship
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'‘Chinese studenten in buitenland worden in de Mensenrechtencentrum VU Amsterdam wordt

gaten gehoudendoor China’ opgedoekt na kritisch rapport
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How do we protect knowledge security?

Legislation Support by the government Self-regulation

Export control: EU dual-use & military National Knowledge Security

. . . Initiatives by umbrella organizations
lists, Sanctions Guidelines Y &

National Contact Point for Knowledge

Anti-espionage legislation .
P g€ 1°8 Security

Internal policies

Wet Screening Kennisveiligheid Knowledge Security Coordinators
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FRONT-OFFICE BACK-OFFICE

RVO (Netherlands Enterprise Agency) All relevant government departments
Single point of access. Provides Complex questions. RVO writes the
information and advice. Easy advice and all relevant ministries are
questions can be answered connected to this service to provide
immediately. additional information and advice.
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AWARENESS

Events and website
Events about knowledge security
aimed at the knowledge sector.
Website with basic information
and contact form. E-learnings
and training courses. Toolkit for
knowledge security officers.




Advices

* Non-binding advice
* No personal information
* Always a combination of

risk factors

Research area
and stage of TRL

Physical access and
data security

Motivation

" Involvement of
state actor

Legislation/
regulation

Dependencies,
financing etc.

Type of
collaboration

Affiliations and
reputation
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